
Wireless Sensor Network (WSN)

(da https://it.wikipedia.org/wiki/Wireless_sensor_network) 

Con il termine ‘Wireless Sensor Network’ (o WSN) si indica una determinata tipologia di rete che è
caratterizzata  da  una  architettura  distribuita,   realizzata  da  un  insieme di  dispositivi  elettronici
autonomi in grado di prelevare dati dall’ambiente circostante e di comunicare tra loro. 

L'utilizzo  di  una  rete  senza  fili  presenta  vantaggi  significativi  per  diversi  motivi:  economici,
ambientali (difficoltà di cablare in ambiente), flessibilità della soluzione (spostamento dei nodi per
esempio), scalabilità.

Una WSN può quindi essere definita come un insieme di nodi wireless interconnessi (anche detti
mote, sensor node), aventi poca RAM e una CPU con prestazioni relativamente basse. La struttura
di una Wireless Sensor Network prevede solitamente diversi nodi wireless sparsi in un’area, che
inviano periodicamente dati rilevati tramite sensori (di posizione, temperatura, luminosità, …..) ad
un punto di raccolta, detto sink ( o base station o gateway, oppure coordinatore), il quale gestisce la
rete (si pensi alle problematiche di routing), raccoglie i dati dei nodi, esegue un’elaborazione di
primo livello  e li inoltra ad un altro sistema remoto per ulteriori elaborazioni. 

Una sensor network offre una vasta gamma di utilizzi che, per esempio, potrebbero essere :

• la  raccolta  dati  in  ambienti  anche  molto  vasti  (  per  esempio  applicazioni  nell’ambito
dell’agricoltura, del controllo degli incendi, della gestione del traffico stradale)

• applicazioni in ambito medico/sanitario
• la domotica
• i sistemi di  sorveglianza
• i sistemi di monitoraggio per il consumo energetico 

Le componenti basilari di una rete per un sistema di questo tipo sono: 

1. un insieme di sensori distribuiti (mote)
2. una rete di interconnessione (wireless nel caso in questione) 
3. un punto di raccolta dei dati (sink, gateway)
4. un insieme di risorse computazionali con prestazioni medio elevate nel punto di arrivo dei

dati  della  rete  al  fine  di  effettuare  datalogging,  correlazioni  dei  dati,  elaborazione,
monitoraggio dello stato ecc. . . 

https://it.wikipedia.org/wiki/Wireless_sensor_network


Uno schema esemplificativo della struttura di una rete di questo tipo è mostrato nella figura figura 
seguente:

 

I sensori attualmente sul mercato possono rilevare una notevole varietà di parametri, i dati rilevati
vengono spediti all’interno della rete tramite dei collegamenti wireless a bassa potenza al punto di
raccolta, che spesso è connesso ad Internet e che a sua volta può inoltrare i dati ad un punto di
analisi. Il meccanismo di accesso al canale wireless  è solitamente di tipo contention-oriented ad
accesso casuale, come definito nello standard IEEE 802. 

Le reti di sensori sono dunque delle reti wireless “ad hoc”, ma rispetto ad una tradizionale rete “ad
hoc” presentano alcune peculiarità che hanno richiesto nuove soluzioni.  Infatti ,le WSN hanno le
seguenti caratteristiche:

• il  numero  di  nodi  che  compongono  una  rete  di  sensori  può  essere  di  alcuni  ordini  di

grandezza maggiore rispetto al numero di nodi in una rete ad hoc; 

• i nodi possono essere disposti con un'alta densità; 

• i nodi sono soggetti a guasti; 

• la topologia di una rete di sensori può cambiare frequentemente a causa di guasti ai nodi o 

della loro mobilità;

• i nodi utilizzano un paradigma di comunicazione broadcast mentre la maggior parte delle 

reti ad hoc sono basate su una comunicazione di tipo punto-punto; 

• i nodi sono limitati rispetto ad alimentazione, capacità di calcolo e memoria; 

Struttura tipica di una WSN



• i  nodi  non sono alimentati  (ad  eccezione  delle  soluzioni  di  home automation  in  cui  lo

possono  essere  o  in  cui  comunque  la  batteria  è  facilmente  sostituibile)  e  il  loro
funzionamento deve essere garantito per periodi di tempo molto lunghi (mesi/anni)

• I  nodi  solitamente  non  possiedono  un  identificatore  globale  (come  l'indirizzo  IP  nei

computer); 
Lo stack protocollare delle WSN  deve essere quanto più leggero possibile, per poter soddisfare i
vincoli imposti dai limiti hardware dei nodi. A partire dai primi anni del 2000 furono definiti degli
standard, che tuttavia erano proprietari, solamente in seguito si è cercato di definirne uno aperto. 

Dapprima sono stati esaminati quelli già disponibili ma sono risultati non adatti a tale scopo, in
particolare: 

• IEEE 802.11: richiede troppe risorse hardware e offre una banda ben oltre le necessità di un
nodo della WSN (che trasmette pochissimi byte alla volta) . 

• Sistemi ad infrarossi: richiedono un allineamento visivo tra i nodi. 
• IEEE 802.15.1  (WPAN/Bluetooth):  emanato  nel  2002  per  dispositivi  portabili  e  mobili

all’interno di uno spazio “personale” risulta troppo complesso, costoso, oneroso in termini di
consumo energetico. Nel 2010 è stato emanato lo standard Bluetooth 4.0 + BLE (Bluetooth
Low Energy) che sta determinando lo sviluppo di reti WSN BLE

Così si è arrivati a definire un nuovo standard, l’IEEE 802.15.4 e lo ZigBee (ZigBee definisce solo
i  layer software sopra l’802.15.4 e supporta diverse applicazioni).  L’IEEE 802.15.4 opera nella
banda radio ISM a 2.4 Ghz, permette data rate fino a 250 kbps e un range tipico tra i 10 e i 75 metri.

Lo standard IEEE 802.15.4 è stato concepito per regolamentare il livello fisico ed il livello MAC
(Media Access Control) di reti in area personale che lavorano con basse velocità di trasferimento
dati (LR-WPAN, Low-Rate Wireless Personal Area Networks). Questo standard è gestito dal gruppo
IEEE 802.15. Le specifiche ZigBee, WirelessHART, e MiWi sono basate su questo standard: esse
sviluppano  i  livelli  superiori  del  modello  ISO/OSI,  non  coperti  dallo  standard,  per  offrire  una
soluzione completa di rete di trasmissione dati.





Riassumiamo la classificazione delle reti in funzione dell’area coperta:

 
Questo tipo di classificazione viene in genere ricondotto alla definizione di reti cablate, anche se in
generale  potremo costruire  un  modello  molto  simile  in  cui  inserire  le  diverse  tipologie  di  rete
wireless  ad  oggi  presenti  sul  mercato,  quest’ultima  classificazione  però  risulterà  essere  meno
precisa per la continua evoluzione del mercato del wireless. 

In  corrispondenza  delle  reti  locali  locali  LAN possiamo individuare  il  corrispondente  wireless
all’interno dello standard IEEE 802.11 che descrive le WLAN, reti pensate per poter sostituire la
corrispondente cablata, quindi in grado di sostenere i flussi di informazioni richiesti dai personal
computer,  raggiungendo  velocità  di  trasmissione  comprese  fra  gli  11Mbit/s  (IEEE  802.11b),  i
500Mbit/s (IEEE 802.11ac).
Esistono reti wireless anche nel campo delle MAN dando origine alle Wireless Metropolitan Area
Network, in grado di coprire aree superiori al chilometro (WMAN IEEE 802.16). 

Per quanto concerne le PAN sono state definite tre diverse classi di WPAN caratterizzate da diversi
data rate, consumi e QoS: 

• WPAN ad elevati data rate 
Vengono descritte dall’IEEE 802.15.3, all’interno di questa famiglia si trovano tecnologie
pensate per applicazioni di tipo multimediale e che richiedano un elevato QoS (WiMedia); 

• WPAN a medi data rate 
Sono tecnologie descritte dall’IEEE 802.15.1 (Bluetooth); 

• WPAN a bassi data rate 
Vengono indicate come LR-WPAN (Low Rate WPAN IEEE 802.15.4, ZigBee), intendono
rispondere alle esigenze di reti che richiedano bassi consumi e bassi costi che non possano
essere implementate con altre WPAN. 

Le reti di sensori sono dunque delle WPAN a basso data rate



Classificazione delle reti wireless in funzione del Data Rate, della complessità e dei consumi

802.11 802.15.1/ 
Bluetooth 

802.15.4/ZigBee 

Copertura(metri) 100 10-100 10-75

Throughput(Mbps 2-30 1-2 0.25

Consumo Energetico Medio Basso Molto Basso

Autonomia Minuti/poche ore Diverse ore/
pochi giorni

Giorni/Pochi anni

Dimensioni Medie Piccole Molto piccole

Rapporto costo/ 
complessità

Alto Medio Basso

Tecnologie Wireless a confronto 





















Standard Z-wave

Z-Wave  è  un  protocollo  wireless  progettato  appositamente  per la  domotica,  il  cui  ambito  di
utilizzo comprende l'automazione negli ambienti residenziali, commerciali, ricettivi e assistenziali e
le cui applicazioni spaziano dalla domotica alla telesorveglianza e alla telemedicina, per continuare
con l'intrattenimento domestico,  il  controllo  accessi,  i  sistemi di  efficientamento e  di  risparmio
energetico. In tutta Europa le unità Z-Wave possono operare alla stessa frequenza di 868.4MHz, nel
resto del mondo le frequenze impiegate sono leggermente diverse anche se sempre attorno ai 900
MHz.  L'utilizzo di tale banda di frequenze permette di evitare le interferenze con sistemi Wi-Fi,
Bluetooth e con gli altri sistemi che operano nella banda dei 2.4 GHz ed inoltre fa sì che il segnale
Z-Wave attraversi le pareti degli edifici con maggiore facilità rispetto al segnale Wi-Fi. I livelli
MAC e fisico del protocollo, sono stati adottati dall'ITU (International Telecomunicational Unit)  e
costituiscono in larga parte lo standard T G.99593 la cui evoluzione è affidata a un'organizzazione
composta da più di 250 membri denominata Z-Wave Alliance.

Z-Wave home automation technology comprises of three layers. The radio layer, network layer and
application layer work together to create a robust and reliable network that enables numerous nodes
and devices to communicate with each other simultaneously.

• Radio Layer: Defines the way a signal is exchanged

between network and the physical radio hardware. This
includes frequency, encoding, hardware access, etc. 

• Network Layer: Defines how control data is exchanged

between two devices or nodes. This includes
addressing, network organisation, routing, etc. 

• Application Layer: Defines which messages need to be

handled by specific applications in order to accomplish
particular tasks such as switching a light or changing
the temperature of a heating device. 

The Network Layer

The Z-Wave network layer controls how data is exchanged between different devices (nodes) on the
network, it consists of three sub-layers.

• Media Access Layer (MAC): Controls the basic usage of the wireless hardware 

(CSMA/CA)  - these functions are invisible to the end user. 
• Transport Layer: Controls message transfer, ensuring error-free communication between 

two wireless nodes. The end user cannot influence this layer’s functions but the results of 
this layer are visible. 

• Routing Layer: Manages Z-Wave’s “Mesh” capabilities to maximise network range and 

ensure messages get to their destination node. This layer will use additional nodes to re-send
the message if the destination is outside of the “direct” range of the transmitting node. 

The Media Access (MAC) and Transport Layers Explained

Rather like sending a text message, you can’t see how the information transfers from your phone to 
theirs. You assume that it’s sent and will be received and read by the recipient. Similarly, wireless 
home automation technologies use the same principles to enable communication between sender 
and receiver nodes. Occasionally, a message may get lost.



In a mobile phone’s case, it could be due to poor reception. In the case of a home automation 
network it could be due to interference or positioning the receiver too far away from the sender. In a
simple network, the sender gets no feedback on whether the message has been received and if the 
command has been executed correctly. This can cause stability problems, unless the installation was
planned and tested correctly.

Z-Wave is the one of the most reliable wireless technologies, every command sent is acknowledged 
by the receiver which sends a return receipt to the sender. This doesn’t guarantee that the message 
was delivered correctly, however, the sender will get an indication that a situation has changed, or 
an error has occurred.

communication with and without acknowledgment

The return receipt is called Acknowledge (ACK). A Z-Wave transceiver will try up to three-times 
to send a message while waiting for an ACK. After three unsuccessful attempts the Z-Wave 
transceiver will give up and report a failure message to the user. The number of unsuccessful 
attempts is also a good indicator of the network’s wireless connection quality.

Using Nodes for Successful Communication

A network consists of at least two nodes. To be able to communicate with each other, the nodes 
need to have access to a common media or need to have “something in common”.

In most cases this is a physical communication media like a cable. The communication media for 
radio (wireless) is the air, which is also used by all sorts of different technologies - TV, Wi-Fi, 
mobile phones etc. Therefore, each type of “network” needs to have a defined protocol that allows 
the different nodes of one network to identify each other and to exclude messages from other radio 
sources.

Each node in the network also needs to have a unique identification to distinguish it from other 
nodes in the same network.

The Z-Wave protocol defines two identifications for the organisation of the network.

• The Home ID is the common identification of all nodes belonging to one logical Z-Wave 

network. It has a length of 4 bytes = 32 bits. 
• The Node ID is the address of a single node in the network. The Node ID has a length of 1 

byte = 8 bits. 

Nodes with different Home IDs cannot communicate with each other, but they may have a similar 
Node ID. This is because the two networks are isolated from each other. On a single network (one 



Home ID) two nodes cannot have identical Node IDs. This means each node can be individually 
addressed giving you complete control of your own home automation system.

Devices

Z-Wave has two basic types of device:

• Controllers - devices that control other Z-Wave devices 

• Slaves - devices that are controlled by other Z-Wave devices. 

Controllers are factory programmed with a Home ID, this cannot be changed by the user. Slaves do
not have a pre-programmed Home ID as they take the Home ID assigned to them by the network.

The primary controller includes other nodes into the network by assigning them its own Home ID.
If a node accepts the Home ID of the primary controller this node becomes part of the network. The
primary controller  also assigns an individual  Node ID to each new device that is  added to the
network. This process is known as Inclusion.

Definition In the Controller In the Slave

Home ID
The Home ID is the 
common identification of
a Z-Wave network

The Home ID is already 
set as factory default

No Home ID at factory 
default

Node ID

The Node ID is the 
individual identification 
(address) of a node 
within a common 
network

Controller has its won 
Node ID predefined 
(typically 0x01)

Assigned by the primary 
controller

Table 1 - Home ID and Node ID comparison

Example

This network has two Controllers with a factory default Home ID and two other Slave devices 
which do not have any assigned Home ID.

Before Inclusion



Depending on which of the controllers is used to configure the Z-Wave network, the network Home
ID in this example will be either #0x00001111 or #0x00002222.

Both controllers have the same Node ID #0x01 and at this stage the slave devices do not have any
Node ID assigned. In theory this picture shows two networks with one node in each of them.

Because none of the nodes has a common Home ID, no communication can take place.

One of the two controllers is now selected as being the primary controller of the network. This
controller  assigns  its  Home ID to  all  the  other  devices  (Includes  them)  and also  assigns  them
individual Node ID numbers.

After Inclusion

After successful Inclusion, all nodes have the same Home ID - they are connected to the same 
network. They also each have a unique Node ID, allowing them to be individually identified and 
communicate with each other.

In this example there are two controllers. The controller whose Home ID, became the Home ID for 
all devices, is called the ‘primary controller.’ All other controllers become ‘secondary controllers.’



The primary controller can include further devices, whereas the secondary controller cannot. 
However, the primary and secondary controllers operate the same in all other respects.

Two Z-Wave networks with different Home IDs co-exist

Because the nodes of different networks cannot communicate with each other due to the different 
Home ID, they can coexist and do not even “see” each other.

The 32-bit Home ID allows up to 4 billion (2^32) different Z-Wave to networks to be defined, each 
having a maximum of 256 (2^8) different nodes. However, some of these nodes are allocated by the
network for internal communication and special functions, therefore, the Z-Wave network can have 
a maximum of 232 devices.

Nodes can be removed from a Z-Wave network, this is called Exclusion. During the Exclusion 
process the Home ID and the Node ID are deleted from the device. The device is reset to the factory
default state (controllers have their own Home ID and slaves have no Home ID).

Meshing and Routing

In a typical wireless network the central controller has a direct wireless connection to all of the 
other network nodes. This requires a direct radio link. However, if there is a disturbance the 
controller does not have any backup route to reach the nodes and communication will break.

Figure 6 - Network without routing



The radio network in figure 6 is a non-routed network. Nodes two, three and four are within the 
radio range of the controller. Node 5 is outside the radio range and cannot be reached by the 
controller.

However, Z-Wave offers a very powerful mechanism to overcome this limitation. Z-Wave nodes 
can forward and repeat messages to other nodes that are not in direct range of the controller. This 
enables Z-Wave to create very flexible and robust networks. Communication can be made to all 
nodes within the network even if they are outside of direct range or if the direct connection is 
interrupted.

Figure 7 - Z-Wave network with routing

The Z-Wave network with routing (figure 7) shows the controller can communicate directly with the
Nodes 2, 3 and 4. Node 6 lies outside its radio range, however, it is within the radio range of node 2.
Therefore the controller can communicate to node 6 via node 2. This is called a “route”.

Using this routing system, Z-Wave signals can even work around corners! Other technologies work 
on ‘line of sight’ where every transmitter must have direct sight of the receiver, but Z-Wave simply 
sends the signal on a small detour around an obstacle using another node.

Z-Wave’s routing can automatically adapt to any changes in the network. For instance figure 8 
shows that direct communication between Node 1 and Node 2 is blocked. But it is still possible for 
Node 1 to communicate with Node 6 by using Node 3 as an additional repeater.

The more nodes in a network, the more flexible and robust the network becomes.

Z-Wave is able to route messages via up to four repeating nodes. This is a compromise between the 
network size and stability, and the maximum time a message is allowed to travel in the network.

Figure 8 - Maximum distance between two nodes via four repeaters



Building Routes in a Z-Wave Network

Every node is able to determine which nodes are in its direct wireless range. These nodes are called
neighbours. During Inclusion and later on Request, the node is able to inform the controller about
its list of neighbours.  Using this  information,  the controller  is able to build a table that has all
information about possible communication routes in a network. This routing table can be accessed
by the user and there are several software solutions, typically called installer tools, that visualise the
routing table helping you to optimise the network setup.

Figure 9 - Routing in a Z-Wave Network

The above diagram (figure 9) shows a Z-Wave meshed network, with one controller and five nodes.
The controller can communicate directly with node 2 and 3. There is no direct connection to node 4,
5 and 6. Communication to node 4 works either via node 2 or via node 3.

Table 2 - Routing table for the Z-Wave Network

The routing for this network is shown in table 2 - the rows contain the source nodes and the 
columns contain the destination nodes. A cell with “1” indicates that the nodes are neighbours and a 
“0” shows there is no direct communication path. The table also shows the connection between 
Source Node 1 and destination Node 4. The cell between Node 1 and 4 is marked “0“. Therefore the
network routes the signal via Node 3 which is in direct range of both Node 1 and Node 4.



Figure 10 - Alternative Z-Wave Netwo Rrouting

Another example (figure 10) shows that Node 6 can only communicate with the rest of the network 
using Node 5 as a repeater. Since the controller does not have a direct connection to Node 5, the 
controller needs to use one of the following routes: “1 -> 3 -> 4 -> 5 -> 6” or “1 -> 2 -> 5 ->6”.

A controller will always try first to transmit its message directly to the destination. If this is not 
possible it will use its routing table to find the next best way to the destination. The controller can 
select up to three alternative routes and will try to send the message via these routes. Only if all 
three routes fail (the controller does not receive an acknowledgement from the destination) the 
controller will report a failure.

Types of Network Nodes

Slaves are categorised as “standard” or “routing” slaves. A routing slave includes advanced routing 
capabilities.

The difference between the three different node types is their knowledge of the network routing 
table and their ability to send messages to the network.

 Neighbours Route Possible functions

Controller
Knows all
neighbours

Has access to
complete routing

table

Can communicate
with every device in
the network, if route

exists

Slave
Knows all
neighbours

Has no information
about routing table

Can only reply to the
node which it has

received the message
from. Hence, can not

send unsolicited
messages

Routing Slave Knows all
neighbours

Has partial
knowledge of routing

table

Can reply to the node
which he has received
the message from and
can send unsolicited

messages to a number
of predefined nodes



he has a route too

Properties of the Z-Wave Device models

Slave
Fixed installed mains powered devices like

wall switches, wall dimmers or Venetian
blind controllers

Routing Slave

Battery-operated devices and mobile
applicable devices as for example sensors

with battery operation, wall plugs for Schuko
and plug types, thermostats and heaters with

battery operation and all other slave
applications

Typical Applications for Slaves

Challenges in Typical Network Configurations

Z-Wave network typically starts as a small network that is extended as and when you need. A small 
network may consist of a remote control and a couple of switches or dimmers. The remote control 
acts as primary controller and includes and controls the switches and dimmers.

During inclusion the dimmers and switches should be installed at their final location, to ensure that 
a correct list of neighbours will be recognised and reported.

This type of network configuration works well as long as the remote control can reach all switches 
and dimmers directly (the node to be controlled is “in range”). If the controlled node is not in range,
the user may experience delays, because the remote control needs to detect the network structure 
first before controlling the device.

In case a device was included and moved afterwards to a new position, this particular device can 
only be controlled by the remote control if it is in direct range. Otherwise the communication will 
fail, because the routing table entry for this particular device is wrong and the remote control is not 
able to do a network scan at the moment of operation.

Z-Wave Network with One Static Controller

Another typical network consists of a static controller - mostly PC software plus Z-Wave USB 
dongle or an IP gateway together with a number of switches and dimmers.



Z-Wave Network with single static controller

The static controller is the primary controller and includes all other devices.

Because a static controller is bound to a certain location, the other Z-Wave devices must be included
while being in direct range with the static controller. They will typically be installed at their final 
location after inclusion.

Networks with Multiple Controllers

In a larger network several controllers will work together. A static controller is used for the 
configuration and management of the system and one or several remote controls carry out certain 
functions in different places.

work with muliple controllers

If a network has multiple controllers, the user needs to determine which of the controllers will be 
the primary controller.

Inclusion of a static controller is a challenge, if the devices need to be moved to their final location 
afterwards. A network re-organisation needs to be performed.

Static controllers are usually more reliable and aren’t easily lost. They typically offer backup 
functions to replace the hardware in case of severe damage.

Network with Portable controller as the Primary Controller

Remote controls are more vulnerable to damage and loss. Usually remote controls do not offer a 
backup function. If the primary controller was damaged or lost, a complete re-inclusion of the 
whole network would need to be performed. However, devices can be included after they were 
installed, which results in a much more stable network, and no need for network re-organisation.

The choice of the primary controller - static or portable - depends more on your personal preference
rather than a technical necessity.


